NHOOPMALUMOHHAA NMAMATKA
ANnA OBYHAKOLWWXCA AINnA PASMELLEHWA
HA OPULINATIBHBIX MHTEPHET-PECYPCAX

C kaxxgbIM roqomM Momnoaexu B UHTEPHETE CTaHOBUTLCA Bonblue, a LWKONTbHUKA O4HU
N3 camMbiX aKTUBHbIX Nosnb3oBaTenen PyHeTta. Mexay Tem, MOMMMO OFPOMHOIO KONM4ecTBa
BO3MOXXHOCTEW, WHTEPHET HeceT M npobnembl. 3Ta NamsaATka [OOMKHA MNoMoyvb Tebe
©e3onacHoO HaxoaUTbLCA B CETU.

KomnbloTepHble BUPYCbI

KoMMbloTEpPHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamMm, OTIIMYUTENbHON
0COBEHHOCTLIO KOTOPOM SIBMSIETCA CNOCOBHOCTL K pa3MHOXEHMIO. B AONONHEHUe K aToMy,
BUPYCbl MOryT MOBPEAUTb WM MNOSIHOCTBK YHUYTOXUTb BCE (pannbl M [aHHble,
MOAKOHTPOSbHbIE MOMb30BaTEND, OT WMEHW KOToporo Obina 3anylieHa 3apakeHHasd
nporpamma, a Takke NoBpeanTb U Aaxe YHUYTOXUTb OnepaumoHHY0 CUCTEMY CO BCEMMU
dannamu B Lenom. B 6onblUMHCTBE CriydaeB pacnpoOCTPaHATCS BUPYCbl YEPE3 MHTEPHET.
MeToabl 3aWmTbl OT BPEAOHOCHbLIX NPOorpamMmm:

1. Vcnonb3yin COBpPEMEHHbIE OnepauuoOHHbIE CUCTEMbI, UMEKLLME CepPbe3HbI YPOBEHb
3aWmThbl OT BPEOOHOCHbIX Nporpamm;

2. [llocTtosiHHO ycTaHaBnMBam navtM (UMPOBbIE 3annaTku, KOTOpble aBTOMAaTMYECKM
yCTaHaBNMBaKOTCA C LUenbd JopaboTku nporpaMmmbl) M gpyrme OOGHOBMEHUS CBOEW
onepauuoHHon cuctembl. CkaumBanm X TONbKO C odpuumanbHoro canta paspabotymka OC.
Ecnu cywecTtByeT pexmm aBToMaTtu4eckoro O6HOBMNEHNS, BKIOYN €r0;

3. PaboTtan Ha cBoeM KOMMbOTEPE MOA MpaBaMu MNONb3oBaTend, a He agMUHUCTpaTopa.
OTO He No3BONUT BGONBLLUMHCTBY BPEAOHOCHbLIX MPOrpaMM MHCTaNIMpPoOBaTbCsl HA TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Ncnonb3y aHTUBMPYCHblE NpOrpaMMHble MPOAYKTbI U3BECTHbLIX MNPoOu3BoaUTENEN, C
aBTOMaTM4eCcknm obHoBNeHNEM 6as;

5. OrpaHnyb unanyecknin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NnL;

6. Vicnonb3yn BHewWHWe HocuTenu uHopmauumn, Taknme Kak dpriewka, AMcK unm dgann ua
WHTEpPHeTa, TOSbKO N3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbIiBan KOMMblOTEPHbIE dpanrnbl, NOMyYEeHHbIE N3 HEHAOEXHbIX NCTOYHUKOB. [daxe
Te dpannbl, KOTOpble Npucnan TBOW 3HAKOMbIW. Jlydlle yTOYHM Yy Hero, OTnpasrisn nu OH
Tebe nx.

Cetu WI-FI

Wi-Fi - 3To He B1A nepefaym AaHHbIX, HE TEXHOMNOMMS, a Bcero nuwb 6peHa, mapka. Ewe B
1991 roagy HuaepnaHackas komnaHusa 3apeructpupoana 6perHg "WECA", uto ob6o3Havano
cnosocoyeTaHune "Wireless Fidelity", koTopbin nepeBogMTca kak "6ecnpoBogHas TOYHOCTL".
[lo Hawero BpemeHu pfowna pApyras abbpeBuatypa, KoTopas SBNSETCA Takom Xe
TexHonorven. 9710 abbpesuatypa "Wi-Fi". Takoe Ha3BaHue ObiNO AaHO C HaMEKOM Ha
cTaHgapT BbicLlen 3ByKoBoM TexHUKM Hi-Fi, 4To B nepeBoae o3HavaeT "BbiCOKas TOYHOCTL".



[a, 6ecnnaTtHbli UHTEPHET-AOCTYN B Kade, OTeNsx M asponopTax SBASETCA OTMIMYHOWN
BO3MOXHOCTbIO BbiXx0o4a B MHTEPHET. HO MHOrMe aKkcnepTbl CYMTAOT, YTO OBLEeLOCTYNHbIE
Wi-Fi ceTn He siBngatoTca 6e3onacHbIMK.

CoBeTbl no 6e3onacHocTU paboTbl B o6wenocTynHbix ceTax Wi-fi:

1. He nepegasan cBOO NUYHYIO MHopMauuo Yepes obenoctynHele Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAUTb Naposnn AOCTyNa, JIOrMHbI U Kakne-To HoMepa;

2. Ucnonb3yn n obHOBNSM aHTMBMPYCHblE MporpaMmmbl U GpaHgmayep. Tem cambiM Thbl
oGe3onacub cebs OT 3akadkm BUpyca Ha TBOE YCTPOUCTBO;

3. Mpwn ncnonssosanun Wi-Fi otkntoum yHkumio "O6Lwmii ocTyn K channam n npuHTepam”.
[aHHasa PyHKUMA 3aKpbiTa NO YMONYaHUIO, OQHAKO HEKOTOpPbIE NOMb30oBaTENW akTUBUPYHOT
ee ons ynobcTtea ncnonb3oBaHus B pabote nnm yyete;

4. He ucnonb3yn nyonuynbii WI-FI gna nepegaym nnyHbIX aHHbIX, HANpMMep Ans Bbixoda
B coLMarnbHble CETU UM B SNEKTPOHHYIO NOYTY;

5. Ncnonb3yn TONMbKO 3alimwieHHoe coeauHeHue 4yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B MobunbHoM TenedoHe oTknoumn dyHkumto "lMogkntoyenne k Wi-Fi aBTomaTtnyeckun". He
Aonyckan aBToMaTU4eCcKoro noakniyeHnsa ycrpomcrtea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOLAT B HalLy XU3Hb, MHOrMe ntoan paboTatT M XUBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH Munnuapg YenoBekK, YTO ABNAETCS OQHON
ceabMoK Bcex xutenen nnaHetol. MHorne nonb3oBaTtenu He NOHUMALOT, YTO MHopMmaLms,
pasMelleHHas MMM B couMarnbHbIX CETSX, MOXeT ObiTb HavgeHa M MUCNofib3oBaHa Kem
YyrogHo, B TOM 4Yucne He obszaTenibHO ¢ 6narMmm HamepeHusIMu.

OcHOBHbIe coBeTbl N0 6€30MacHOCTU B couMmarnbHbIX CeTAX:

1. OrpaHuyb cnucok apy3en. Y 1ebs B Apy3bsiXx HE AOMKHO BbITb Criy4yarHbIX N HE3HAKOMbIX
noaen;

2. 3awmulan cBOK YacTHYHO XM3Hb. He ykasbiBan naponuv, TenedoHsl, agpeca, AaTy TBOero
POXOEHUST U APYTYH NUYHYI0 MHOPMaLMIO. 3MOYMbILLNIEHHUKN MOTYT UCNOMb30BaTh Aaxe
NHOPMaLMIO O TOM, Kak Tbl 1 TBOM pOAUTENM NNAaHUPyeTE NPOBECTU KAHUKYIbI;

3. 3awmian cBOK penyTauuio - AepXu ee B YNCTOTe M 3adaBan cebe Bonpoc: xoten Obl
Tbl, YTOObLI Apyrne nosfib3oBaTtenu BUAENW, YTo Thl 3arpyxaewb? [logyman, npexne yem
4yTO-TO onybnuMKoBaThb, HaNUcaTb 1 3arpy3nThb;

4. Ecnu Tbl FOBOPULLIbL C MOAbMU, KOTOPbIX HE 3HaeLlb, HE UCMOMb3yN CBOE peanbHOe UMS U
APYryo NNYHYI0 MHOPMaLUK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl U NpoYee;

5. N3beran pasmelueHna cotorpadun B IHTEpHeTe, rae Tbl n3obpakeH Ha MeCTHOCTHU, NO
KOTOPOW MOXHO OMNpeaenuTb TBOE MECTOMNONOXEHNE;

6. MNpn pernctpaumm B coumanbHON ceTM HeoBXOAMMO WMCMNONb30BaTb CIOXHbIE Maposu,
cocTosilmne u3 BykB 1 LUMKP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ana coumanbHOW ceTu, MOYTbl U APYrMX CanToB HeoBXoOMMO WCMONb30BaTb pasHble
naponu. Torga ecnu Tebsa B3NoMatoT, TO 3MOYMbILWMAEHHMKN MOMny4aT AOCTYMN TOMbKO K
OZHOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbIEe AeHbIN



OnEeKTPOHHbIE [eHbMM - 3TO O4YeHb YAOOHLIN crnocob nnatexen, OOHAKO CyLLECTBYHOT
MOLLEHHUKN, KOTOPble XOTHAT NOSMYyYnTb 3TN AEHbBIN.

ONEKTPOHHbIE AEeHbMM MNOABUINCL COBCEM HEAaBHO U MMEHHO M3-3a 9TOr0 BO MHOMMX
rocygapcTtaax 4o CUX Nop He NponMcaHo NPo HUX B 3aKOHaX.

B Poccun xe oHM (PYHKLMOHUPYIOT M O HUX y>Ke NPOMUCaHO B 3aKOHe, rAe UX pasaensioT Ha
HEeCKOIMbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIe. PasHuua B TOM, YTO aHOHUMHBbIE - 3TO Te,
B KOTOpbIX pa3pellaetcd nNpoBoauTb onepauun 6e3 naeHtndumkauum nonb3oBartens, a B
HEeaHOHUMHbIX MAEHTUdMKALMS NoNb30oBaTeENA ABNsAeTCs 0b6a3aTenbHON.

Takke cnegyeT pasnuyaTb 3MEKTPOHHblE (puaTHble AeHbrn (paBHbl rOCYyAapCTBEHHbLIM
BanTaMm) 1 3NeKTPOHHbIE HeduaTHble AeHbIMN (HEe paBHbl FOCY4apCTBEHHbIM BanoTam).
OcHoOBHble cOBeTbI N0 6e30nacHOn paboTe C 3NEeKTPOHHbLIMU AeHbraMu:

1. TpuBsKM K CcYETY MOOUNbHBIM TenedoH. ATO cambii yOOOHbLIN U ObICTPbLI CNOCO6
BOCCTaAHOBUTb OOCTYynN K cyeTy. [puBsasaHHbIn TenedoH NOMOXeT, ecnu 3abyaellb CBOW
nnaTeXxHbIW Naposib Uy 3anjellb Ha canT C HE3HaKOMOro YCTPOUCTBA;

2. Vicnonb3yn ogHopasosble naponu. MNocne nepexoda Ha yCUIEHHYK aBTopu3aumio Tebe
yXXe He OyaeT yrpoXkaTb ONacHOCTb Kpaku U nepexasarta NiaTeXXHOro napons;

3. Bbibepu cnoxHbli naponb. [pecTynHukam 6yaeT He NpOCTO yragaTb CMOXHbIM Naporib.
HapexHble naponu - 370 Naponu, KOTopble coaepXaT He MeHee 8 3HaKoB W BKMOYalT B
cebsi CTpOYHble M NPOMUCHbIE OyKBbI, LUMEPbI N HECKONMBbKO CUMBOJIOB, Takme Kak 3Hak
gonnapa, dpyHTa, BocKnuuaTenbHbil 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBO4M CBOM NMYHbIE J@HHbIE HAa calTax, KOTOPbIM He A0BepsieLlb.

AneKTpPOHHaA noyTta

OneKTpOoHHasa no4yta - 3TO TEXHONOrus 1 npefocTaBnsemMble el YCnyrn no nepechbinike u
MOMYYEHUIO ANEKTPOHHbLIX COOBLLIEHMI, KOTOPbIE pacnpedenstoTCs B KOMMbIOTEPHOM CETW.
OObIYHO  9NEKTPOHHbIM  MOYTOBbLIM  AWMK  BbIMSAUT  cnegywowmm  obpasom:
NMSA_Nnonb3oBaTtensa@uMs_aoMeHa. Takke KpoMe nepedayn nNpocToro TekcTa, umeertcs
BO3MOXXHOCTb NnepeaaBaTb hansbl.

OcHoOBHbIe coBeTbl N0 6e3onacHon paboTe C 3NIEeKTPOHHOWU NOYTOMN:

1. Hago BbIG6paTb npaBuibHbIN NOYTOBbLIA CepBUC. B MHTepHeTe eCTb OrpoMHbIN BbIOOP
BecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO INydylle [OBEpPsATb TEM, KOro 3Haelwb W KTO
nepBbi B PENUTUHrE;

2. He ykasbiBal B NUYHOM MOYTE NUYHYO WHopmaumo. Hanpumep, nydwe Bbibpatb
"My3blkanbHbI_haHaTt@" nnn "pok2013" BmecTto "temal3";

3. Vicnonbayi aByxaTanHyo aBTopmsaumio. ITo Korga noMMMO Napons Hy>KHO BBOAUTbL KOA,
npucbinaemoivi no SMS;

4. BblGepn cnoxHbln naponb. [OnAs Kakgoro MOYTOBOro sWmMka AOfkKeH ObiTb CBOW
HadeXHbIM, YCTOMYMBLIN K B3NOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb Hanucatb CamMOMy CBOW JIMYHbLIA BOMPOC, WUCMOSb3yh 3Ty
BO3MOXHOCTb;

6. Wcnonb3ynm HECKONbKO MOYTOBLIX AWMKOB. [lepBbin ONA 4YacTHOW MNepenuckn cC
agpecartamMmu, KOTOpbIM Tbl AOBepseLlb. OTO 3MEeKTPOHHbLIN aApec He Haao MCMnonb3oBaTb
npu pernctpaumm Ha popymax n camrax;



7. He oTkpbiBan thansibl 1 gpyrue BNOXEHUS B MUCbMax, AaXe eCriv OHU MPULLSN OT TBOUX
apy3en. Jlyywe yTouHM y HUX, OTNPaBnsanm nu oHm tebe atn hannbl;

8. MNocne okoH4YaHus paboTbl HA MNOYTOBOM CEPBUCE Nepen 3aKkpbiTUEM BKNaAKM C CanToMm
He 3a0yapb HaxaTb Ha "BbinTtn".

Kn6ep6ynnuHr nnm BupTtyanbHoe usaeBatenbCTBO

KnbepbynnuHr - npecnegoBaHne cooOLEeHnAMMN, cogepXalimmm ockopbneHus, arpeccuto,
3anyrvBaHve; XynuraHcTBO; couuanbHoe 60MKOTMPOBaHME C MOMOLUBK  PasfnyHbIX
NHTEPHET-CEePBUCOB.

OcHoOBHbIe coBeTbl N0 60pb6e ¢ KMbepobynnuHrom:

1. He 6pocarica B 6on. Jlyqywmnn cnocob: nocoBeToBaTbCs Kak cebsa BECTU U, eCnn HET TOoro,
K KOMY MOXHO 0BpaTuTbCs, TO BHadane ycnokoutbCcs. Ecnm Tbl HayHewsb oOTBeYaTb
ockopbrieHNAMN Ha ocKopOneHns:, TO TONBLKO elle Bonblue pasoxKeLlb KOH(IUKT;

2. Ynpasnan ceoen knbeppenyTtauunen;

3. AHOHMMHOCTb B ceTu MHuMmasd. CyllecTBYOT Cnocobbl BbISCHUTb, KTO CTOMT 3a
AHOHMMHbIM aKKayHTOM;

4. He ctouT Bectu XxynuraHckuin obpas BUpTyanbHOW XU3HW. VIHTepHeT duKkcupyeT Bce
TBOW JENCTBUSA U COXPAHSET UX. YOanuTb ux byaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBo BMPTYyarbHYH YeCTb CMOSOAY;

6. WrHopupyn eamHnyHbii Heratm. OgHopasoBble OCKOPOUTENbHbIE COOOLLUEHMS nydlle
nrHopmposatb. OBbI4HO arpeccus npekpallaeTcs Ha HavanbHOW cTaauu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLUEHUSIMU, B COLMAnbHbIX
CeTaAX eCTb BO3MOXHOCTb ONOKMPOBKM OTAPaBKM cOOBLLEHMI C OnpeaeneHHbIX aapecos;

8. Ecnn Tbl cBupetenb knbepbynnuHra. TBOuM OENCTBUSA:  BbICTYNUTb MNPOTUB
npecnenoBartens, nokasaTb emy, YTO ero JeNCTBUSA OLeHUBAKOTCHA HeraTMBHO, NogAepXaTb
XepTBY, KOTOPOW HYyXHa MCUXONornyeckas MOMOLb, COOOWUTL B3POCMbIM O QakTe
arpeccuBHOrO NOBEAEHNS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl WM nnaHweTbl cogepxat B cebe BnomHe B3POCIbIN
dyHKUMOHAN, U Tenepb OHWM MOTYT KOHKYpupoBaTb CO CTaLMOHAPHbIMU KOMMNbOTEPAMM.
OpHako, cpeacTtB 3awmThl AN Nog0OHbBIX YCTPOMCTB NOKa OYeHb Mano. TecTupoBaHue U
NMOUCK YA3BMMOCTEN B HUX MPOUCXOOUT He TakK UHTeHcuBHO, kak ans K, 1o xxe camoe
KacaeTcst U MOOUMbHbLIX MPUMOXKEHUN.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl YXe MpakTUYeCKUn OOorHanuM HacTofbHble aHasnorw,
OAHaKO pacwmpeHne dyHKUMOHana BrieyeT 3a cobor 6ONbLIYI CNOXHOCTb M MEHbLUYHO
3aLUNLLEHHOCTb.

[aneko He BCe Npou3BOAUTENWN BbINyCKalOT OOHOBMEHUS, 3aKpblBalOLWMe KpUTUYECKME
YA3BUMOCTM OJ151 CBOUX YCTPOWUCTB.

OcHOBHbIe coBeTbl ANA 6e3onacHOCT MObUNbLHOro TenecoHa:

Huyero He siBnAeTcs no-Hactosiwemy 6ecnnaTtHbiM. Byab octopoxeH, Begb koraa Tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO MnaTHble YCRyru;
Hdyman, npexae yem otnpaButb SMS, ¢oTO unm Buaeo. Tbl TOYHO 3HaELWb, rae OHu ByayT
B KOHEYHOM mnTore?



Heobxoanmo o6HOBNATL ONepaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;

Mcnonb3yn aHTMBUPYCHbIE NpOorpamMMbl 45t MOBGUITbHBIX TenedOoHOB;

He 3arpyxan nNpunoxeHuss OT HEU3BECTHOIO WUCTOYHMKA, Bedb OHU MOryT coAepXaTb
BPEeAOHOCHOE nporpamMmmMHoe obecneveHune;

Mocne TOro Kkak Tbl BbIMAELWb C cavTa, rae BBOAWST JIMYHYKD WHOpMauuvio, 3angn B
HacTpouku Bpaysepa n yganu cookies;

lMeprnoguyeckn NpoBepsAn, Kakme nnatHble yCrnyrn akTuBMpoBaHbl Ha TBOEM HOMEPE;

[aBan cBon HOMep MOOWMbHOrO TenedoHa TOSMbKO MNOAAM, KOTOPbIX Thbl 3HAELLb U KOMY
AosepsieLlb;

Bluetooth pomkeH ObITb BbIKMOYEH, KOrga Thl UM He nonb3yelwbes. He 3abbiBan nHoraa
npoBepsiTb 3TO.

Online urpbl

CoBpeMeHHble  OHMaWH-Urpbl - 3TO Kpaco4yHble, 3axBaTbiBalllne pasBreyeHus,
obbeavHsALWmMe COTHU ThICAY YerioBeK no Bcemy Mupy. Urpokn nccnegyoT AaHHbIN UM
Mup, obwiarTca Apyr C APYroM, BbIMOMHAKT 3adaHus, CpaxarTcsa C MOHCTpaMu Mt
nony4aroT onbIT. 32 yOOBOMNbCTBME OHM MAATAT: NOKYNalT AUCK, onnavymBaoT aboHEMEHT
nnNu NpuobpeTarT Kakme-To onuuu.

Bce ot cpeactBa wmayTt Ha nogdepxaHue W pasBUTME UMPbl, a Takke Ha camy
6e3onacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPWU3aLMK, BbIMyCKAOTCA HOBbIE NaTyu
(umncpbpoBble 3annaTkm Ansg NnporpamMmm), 3aKpbiBatOTCA YA3BMMOCTN CEPBEPOB.

B nogobHbIX urpax cCTouT onacaTbCHA He CTONbKO CBOUX COMEPHUKOB, CKOMBbKO KpaXku TBOEro
napornsi, Ha KOTOPOM OCHOBaHa cucTeMa asTopusaunm 6onbLINHCTBA UrpP.

OcHOBHbIe COBeTbI N0 6e30MacHOCTU TBOEro UrPOBOro aKKayHTa:

1. Ecnun gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HeNpuUATHOCTK, 3abnokMpyn ero
B CMMCKe UIPOKOB;

2. MNoxanyncs agMmmHUCcTpaTopam Urpbl Ha nroxoe NoBedeHue 3TOro Urpoka, KernatenbHo
NPUNOXNTb Kakne-TO AoKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan NnUYHy0 nHopmauuio B npodansie urpbl;

4. YBaxaun gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumnanbHble natim 1 Mogbl;

6. Vicnonb3yi CrioxHble N pasHble Naponu;

7. Jaxe BO BpeMs Urpbl He CTOUT OTKMAYaTb aHTuBMpyc. [loka Tbl urpaellb, TBOW
KOMMbIOTEP MOTYT 3apasnThb.

DULLMHT UK KpaXka NMUYHbIX AaHHbIX

OObI4HOM Kpaxen AeHer U JOKYMEHTOB CErOAHS YK€ HMKOro He yaAuBWLLb, HO C pasBUTUEM
WHTEPHET-TEXHOMOIMMIA 3MNOYMbILUSIEHHUKN MEPEeMECTUNNCb B WHTEPHET, M MNpoAosrKatoT
3aHMMmaTbcs "nouMbIM" genom.

Tak nosiBMNacb HOBasi yrpos3a: WUHTEPHET-MOLUEHHUYECTBa WAW ULLWHE, rraBHas Uenb
KOTOPOro COCTOUT B NOSMyYEHUN KOHUAEHUMANbHbBIX AaHHbIX MOMb30oBaTenemn - NornmHoB U
naponen. Ha aHrnuiickom s3bike phishing untaetca kak duwmHr (ot fishing - peibHas
noens, password - naporsb).

OcHoBHbIe coBeTbl No 6opbbe ¢ pUMHrom:



1. Cneam 3a cBOMM akkayHTOM. Ecnn Tbl nogo3speBaellb, YTO TBOS aHKeTa Oblna B3rioMaHa,
TO HeobxoaMmo 3abroknpoBaTb ee 1 CoobLWUTL agMUHUCTpaTopam pecypca o6 3TOM Kak
MOXHO CKOpeE€;

2. Wicnonb3yn 6e3onacHble Beb-canTbl, B TOM 4YnChe, MHTEPHET-MarasmHoOB M MOUCKOBbIX
cucrem;

3. Ncnonb3yn crioxHble n pasHble naponu. Takum obpasom, ecnu Tebs B3nomaroT, TO
3I0YMBbILLIIEHHUKM norlyqaT OOCTYM TOMNbKO K OQHOMY TBOEMY MPOMumio B CETU, a He KO
BCEM;

4. Ecnu 1ebsa B3nomanu, To HeobxoaMMO NpeaynpeanTb BCeX CBOUX 3HAKOMbIX, KOTOpble
pobaeneHbl y Tebs B Apy3bsix, O TOM, YTO Tebs B3nomanu u, BO3MOXHO, OT TBOEro UMEHU
ByaeT paccbinaTbCs cnam 1 CCbINKM Ha (PULIMHIOBbIE CanThbl;

5. YcTtaHoBu HagexHbi naposb (PIN) Ha MobunbHbIN TenedoH;

6. OTknouM coxpaHeHve napons B 6paysepe;

7. He oTkpbIiBan ansibl 1 gpyrue BRoXeHUs B NUCbMax, Aaxe eCcriv OHU MPULLN OT TBOUX
Apysen. Jlyye yTouHu y HUX, OTNpaBnanu nn oHn tebe atn pannei.

LUudpoBas penyraums

LndpoBas penyTtaumsi - 3TO HeraTMBHas unvM no3anTMBHASA MHopmaums B ceTun o Tebe.
KomnpomeTupyowas uHpopmaums, pasMelleHHass B WHTEepHeTe, MOXET Cepbe3HbIM
obpa3om OTpa3anTbCs Ha TBOeW peanbHoW >u3Hu. "LincdpoBasa penytaums” - 310 TBOWM
UMUK, KOTOPbIN hopMmupyeTcsa n3 MHopMauum o Tebe B UHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE PUHAHCOBOE NOSIOXEHNE, OCOOEHHOCTN XapakTepa
N pacckasbl 0 6IM3KNX - BCe 3TO HaKannmBaeTcH B ceTu.

MHornme noapoCTKU NErkoMbICIIEHHO OTHOCATCA K nybnukauum NMYHOW WHopMaumn B
WHTepHeTe, HE NOHMMasa BO3MOXHbIX NOCNEeACTBMIA. Tbl AaXe HE CMOXellb AoragaTtbCsi O
TOM, YTO cpoTorpacums, pasmeLleHHas 5 neT Hasag, ctana NPUYMHOM OTKasa NPUHATL TebsA
Ha paboTy.

KoMmmeHTapuu, pasmelleHne TBoux dpoTtorpaun n apyrme AencTBus MOryT He UCYE3HYTb
Aaxke nocrne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHgopmaumio,
nonana fnm oHa B NOMCKOBbLIE CUCTEMbI U COXPaHUMAcCh M OHa, a rMaBHOE: YTO NOAYMAaloT O
Tebe okpyxawLue noan, Kotopble HaUayT U yBUAAT 3T0. HanTu nHdopmauuio MHOro net
CrnycTa cMOXeT nbon - kak U3 Jobpbix NobyxaAeHWW, Tak U C HaMepeHneM NPUYUHUTL
Bped. OTO MOXET ObITb KTO YrogHO.

OcHOBHbIe coBeTbl MO 3awuTe uncpoBon penyTauuu:

1. Mopyman, npexpe 4em 4YTO-TO NybnvkoBaTb W nepepgaBaTtb y cebs B 6rore vnu B
counarbHOWN ceTu;

2. B HacTponkax npousis yCTaHOBU OrpaHUYeHUs Ha NPOCMOTP TBOEro npodunga u ero
COOepXXMMOoro, caenan ero Tonbko "ans apysen”;

3. He pasmellan n He ykasbiBa MHOPMaLMIO, KOTopas MOXET KOro-nmbo ockopbnsaTb unm
obwmxartb.

ABTOpCKOE npaBo



CoBpEeMEHHbIE LLKOSIbHUKN - aKTUBHbIE NOSb30BaTENU LMGPOBOro npoctpaHcTea. OgHako
Aaneko He BCe 3HalT, YTO MOMb3OBaHWE MHOMMMU BO3MOXHOCTSMU LMEPOBOro Mupa
TpebyeT cobniogeHns Npas Ha MHTENMEKTYanbHYy0 COOCTBEHHOCTb.

TepMuH "MHTENnekTyanbHas COOGCTBEHHOCTb" OTHOCUTCS K pPasfMyHbiM  TBOPEHUSAM
4YenoBeYyecKoro ymMa, HauvMHas C HOBbIX WK306peTeHMrn © 3HakoB, 0BO3Ha4aroLnX
COBCTBEHHOCTb Ha MPOAYKTbl WM YCAyrKM, W 3aKkaH4YnMBasa KHuUramu, doTorpaunamum,
KMHOOUITbMaMM 1 My3blKarnbHbIMU NPON3BEAEHUSMM.

ABTOpCKMe npaBa - 3TO MpaBa Ha UHTENNeKTyanbHyl COBCTBEHHOCTb Ha MPOM3BEAEHUS
HayKun, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NMpaBa BbICTyNakT B KAYECTBE rapaHTum Toro,
4YTO WHTENneKTyarnbHbIN/TBOPYECKNUA Tpyn asTopa He OydeT HanpacHblM, Jact emy
crnpaBedniMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro TpyAda, MNonyyYntb
N3BECTHOCTb M Npu3HaHne. HukTo 6e3 paspelueHns aBTopa He MOXET BOCNPOU3BOAMUTb €ro
npovsBeneHune, pacnpoCcTpaHsThb, ny6nmMyHo OEeMOHCTPUpoBaThb, npogasartb,
MMMOPTMPOBATb, NyCKaTb B MNPOKAT, NyBSIMYHO MCNONMHATL, NOKa3biBaTbL/MCMNOMHATL B adhupe
unu pasmellaTb B MIHTepHeTe.

Mcnonb3oBaHne "nupaTtckoro” nporpamMmMHOro obecrneyeHusi MoXeT MpPUMBECTU K MHOMMM
puckam: OT NMOTepu AaHHbIX K TBOMM akkayHTam OO0 GrOKMPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBIieHa HeneranbHas nporpamma. He crtout Takke 3abbiBaTb, YTO CyLLECTBYHOT
neraneHble n 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HanTK B CETH.

O noprane

CeTeBMUYOK.ph - TBOM [MaBHbIM COBETYMK B CeTU. 34eCb Tbl MOXeWb Yy3HaTb O
6€e30nacHOCTN B CETU MOHATHLIM U AOCTYMNHbLIM S13bIKOM, @ MPY BO3HUKHOBEHUN KPUTUYECKON
cuTyaumm obpaTuTbCs 3a COBETOM. A TakKe MPUHSATb y4acTue B KOHKypCax U CTaTb CambiM
uMdpoBbIM rpaxgaHnHoM!



